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1. Install USB token drivers in Windows OS

Offline Driver Installation

The ProxKey comes with the autorun feature. User can install the ProxKey tool
just by plugging the token into the USB slotf, the installation and details of the

ProxKey tool is explained in detail below.

« Connect the token to the computer USB slot and open ‘My Computer’ or ‘THIS
PC’. Locate CD Drive with name ‘WD PROXKey'. Double click to open it
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- Find file '‘Setup.exe’ and double click on that to install the ProxKey drivers
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Date modified
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15/201912:01 PM
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Setup Information TKB
ICQ File 3 KB
Application 56 KB
Configuration sett.. 1KB
Application 1,841 KB

= Installation will fake about 5-10 seconds and shortcut icon will be created on

desktop B with name ‘WD PROXKey’

Scan QR Code to view
Video DEMO on Mobile
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Online Driver Installation (Alternate method)

Latest drivers for ProxKey is available on a dedicate download link. You wiill
need an active internet connection to download the drivers online and get the
‘.exe’ file for download. Download information as under:

Driver Download Link: https://proxkeyupdate.in/admin/WD _PROXKey new.exe
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2. Change Token PIN & Default User PIN

We recommend changing the default user pin of the token when the token is

received first time by the user.

= Default User PIN of the Token : 123456

« Locate WD ProxKey Icon on the desktop

#
“

< Navigate to option ‘Change User PIN’

13 Proxkey Token Too --TUSHAR RAVINDRA EHOR

5 : © Certificats
L :i Device Information

v walchdala. corn

FIPS |+ 0-2 Catred

= Enter the Old / Default User PIN & New User Pin. Also confirm the New User PIN

under the confirmation box and click on ‘OK’ (nofe
min 6 characters)

: New USER PIN should be
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Change USB token PIN

Old User PIN - | RO O K
New Usetr PIN: | [P,
Confirmation: | wu**u|

Note: The User PIN must be composed of 6-32 characters

< ES
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3. Change Token Name

ProxKey allows you to change the token display name for easy identification of
the token. By default the token name is ‘WD PROXKey'. Following steps
needs to be followed to change the default token name

« Locate WD ProxKey Icon on the desktop

12

< Navigate to option ‘Change Token Name'. Enter the new token name and
click on ok (note : token name should not be greater than 32 characters)

13 ProxKey Token Tool--WD PROXKey = X

- WD PROXKey
) S Change Token Name

------ &: Change User PIN

------- ﬁ Change Token Name Token Name:

....... E__.Q Certificate

s j Device Information WD PROXKey
------- !11| Options Note:The length of Token Name should not greater
------- ? Help than 32 characters

OK

wiwrw walchdata.com
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4. CSP Name & DLL File location

Following are the details for ProxKey USB Token for Windows Operating
System

« CSP Name (Cryptographic Service Provider) : ProxKey CSP India V2.0

e DLLFile : PKCS 11 dll file for ProxKey USB Token can be located as per
details below

O DLL File Nome : SignatureP11.dll

O DLL File Location : Go My Computer —> C Drive (Windows Installation
Driver) =>Windows —>System 32 —> SignatureP11.dll

| M = | System32
Home Share View

&~ v 1 » ThisPC » Acer (C) > Windows > System32

~

& MName Date modified Type Size

~ 3 Quick access - 3 2 : o g st
[%] SignatureP11.dll 17/10/2016 1.04 PM  Application extens... 62 KB

m Desktop

# Downloads A
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5. Reset User PIN of the Token

ProxKey supports secured reset of user pin in offline manual mode incase the user
forgets his token pin / password. Following steps needs to be followed:

Now Type Ctrl + alt + w

Locate WD ProxKey Icon on the desktop

#
n

Navigate to ‘Options’ & locate ‘Reset User PIN Button’

Click on admin and then click on unlock User PIN

13 ProxKey Token Tool--TUSHAR RAVINDRA BHOR

Ex TUSHAR FAVINDEA BHOR
| e &: Chang= User PIN
Chang= Token Name
! Certificate

| Device Informatio

www walchdata.com

Smarter Lifestyle,
Secured by Watchdata!

FIFS 140-2 Certified
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« Click on Generate. After click Ok.

(@ “rockey loken lool-- IUSHAR RAVINUIRA BHOR — E4

= ‘K TUSHAR RAVINDRA BHOR

be-fth Change User PIN

&— S You wil need your token ADMIN PIN to unlock the token
i ﬁ Change Tokzn Name after this siep

82 Cortificate

e

j Drevice Inflomnabon AubFe=y /\
-] Aduwin

: G t
T | Geneate |

P % Change Admin PIN TTnlnck Token
|41} Options
i ? Help Tips:
1.Clck "Generate" to get Authkey
- Avom 2 Paste Authkey into the biank

3.Click "Unlock Token"

wew walchdata.com

You will receive OTP on register mobile number.

Watchdata PROXKey

Token Management Portal

OPT sent on

Serial No: | spgaa58405

Ernail Id: tusharbhor@pagariagrot
Mobile YOOOOMNX

Mo:

Veryfy OTP | |

VERIFY OTP

Copy all Authentication key and press near Generate. 10| Page



Watchdata PROXKey

Token Management Portal

---------------------------------------------------------------------------------------------------------------------

_____________________________________________________________________________________________________________________

_____________________________________

___________________________________

Authenfication Key:

D27C6FC2BD2AEFDO24E6FFOES6D9C1635A6F94085E7216334315B963E06/5A9B

______________________________________________________________________________________________________

______________________________________________________________________

Default Admin PIN:

___________________

_____________________________________________________________________________________________________________________

Important Notice

¥ You will require your token Admin PIM to reset User PIM after you have done the authentication

®» In cose you have changed your default admin pin, you should use the chonged cdmin pin to reset token user pin.
Token user pin connot be reset without o valid admin pin

Click on Unlock token

{3 ProxKey Token Tool--TUSHAR RAVINDRA BHOR == ped

Watchdata

A TUSHAR RAVINDRA BHOR
&: Change User PIN

You will need your token ADMIN PIN to unlock the token

E Change Token Name after this step
. Certificate
J Device Information AuthKey
= (3 Adnin

o 1635A6F94085E7216334315B963E0675A9E  Generat
gl Unlock User PIN I E EI

e Initiahize Token
- @ Change Admin PIN Unlock Token |

l:l!.J Options

? Help 1.Click "Generate" to get Authkey
About 2 Paste Authkey into the blank

3.Click "Unlock Token"

www watchdata com
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Now Type admin PIN 5744535050 or @54WDPA843

£ FProxKey Token Tool--TUSHAR RAVINDRA BHOR — X

-5\, TUSHAR RAVINDRA BHOR  Unlock User PIN
------ ﬁ: Change User PIN
------- ﬁ Change Token Name

Admin PIN:

Itllttttltt

ProxkKey Token Tool

» Lusl be composed of 6-32

i e Unlocking the user PIM is successful.
- (P Unlock Use i

SoftKevboard

www walchdata_com

YOUR DEFAULT pin IS 123456 OR vou can change PIN from Change User PIN.

*Important Note: Our Support executives are available on Monday to Saturday 10.30
am to 6.30 pm (except public holidays)
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6. Device Information & Driver Version

Check Device Information

ProxKey provides easy interface to check various critical technical
parameters for smooth functioning of the token. This information may be
useful for remote support and froubleshooting. The token middleware can
provide information on the following parameter:

Operating system Information
Internet Explorer Version

USB Token Connection Status
USB Token Authentication

USB Token File Structure Integrity
Token Firmware Version

User PIN status

Admin PIN Status

CSP Installation Status

IE Cipher Strength

To check the above device information, following steps need to be followed :

o Locate WD ProxKey Icon on the desktop

#
[

o Navigate to option ‘Device Information’

13 ProxKey Token Tool--TUSHAR RAVINDRA EHOR e x

Ex TUSHAR RAVINDRA BHOR

_ USB Token Status
&: Change User PIN
-~ E2 Change Token N
@ as.lge LR System check | Status ”
T Certificate Operating System Windows 10 Enterprise -
- IE Version Internet Explorer 11.789.
-] Admin LISB Token Cmmeclzmﬂ_ Successfully
@ oot USB Token Authentication 01 Successfully
gl Options USB Token Structure integrity Integrity
? Help Token firmware version 36410101
ﬁ About Token serial number SPG2458405
Token update status NA
User PIN Status Unlocked
Admin PTN Status Unlocked
CSP Installation OK
IE Cinher Strensth 256-bit d
< >
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Check Driver Version

ProxKey token has various drivers released from time to fime to update its
software to meet the operating system developments. You can check the
installed driver version by following some simple steps as under:

o Locate WD ProxKey Icon on the desktop

12

o Navigate to option ‘About’

13 ProxKey Token Tool--TUSHAR RAVINDRA BHOR = X

E‘K TUSHAR RAVINDRA BHOR

------ ﬁ: Change User PIN
....... E Change Token Name Version 5.0.5 Copyright (C) 2018
....... . © Certificate www.watchdata.com
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7. Technical Support Contact

Our Support executives are available on Monday to Saturday 10.30 am to 6.30
pm (except public holidays). Support contact details as under:

Telephone (India): 93336 933336 | 022 6264 4650

Ticket Support: www.knowledge.cryptoplanet.in

Email:

Level 1 Escalatfion: support@pagariagroup.com

Level 2 Escalation: ankush@pagariagroup.com
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